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ABSTRACT

PASSWORD BASED KEY ESTABLISHMENT PROTOCOL WITH SYMBTRIC KEY
CRYPTOGRAPHY

Gokeeli, Recep

The Institute of Sciences, Computer Engineering

Supervisor: Prof. Dr. Emin Anarim

August 2008, 40 pages

In 2005, Laih, Ding and Huang proposed a passwas®d key establishment protocol such that
a user and a server can authenticate each othegesredlate a strong session key by their shared
weak password within a symmetric cipher in an ioseachannel. In this protocol, a special
function, which is a combination of a picture fupotand a distortion function, is combined to
authenticate the user and protect the password tinendictionary attacks that are major threats
for most of the weak password-based protocols. Teyn that the proposed protocol is secure
against some well known attacks. However, Tang Mitdhell show that the protocol suffers
from an offline dictionary attack requiring a mawhibased search of siz& vhich takes only
about 2.3 hours. So designing such a protocol witviding practical security against offline
attack is still an open problem. In this study,asgword-based authenticated key establishment
protocol is proposed that provides practical ségwagainst offline dictionary attacks by only
using symmetric cryptography.

Key Words: Key establishment protocol, protocol, cryptodgnapauthentication



OZET

SIMETRIK SIFRELEMEILE PAROLA TABANLI ANAHTAR OLU STURMA PROTOKOLU

Gokeeli, Recep

Fen Bilimleri Enstitisu, Bilgisayar Muhendili
Tez Dangmani: Prof. Dr. Emin Anarim

Austos 2008, 40 sayfa

2005 yilinda Laih, Ding ve Huang guvenli olmayarr kanalda kullanici ve sunucunun
birbirlerinin kimliklerini dogrulayabilecgi ve zayif bir paroladan gicli bir oturum anahtar
dretimini sglayan bir protokolu tanittilar. Bu protokolde, kadiicilarin kimlgini dogrulamak ve
sifreyi zayif bircoksifre tabanl protokoll tehdit eden ¢evrimidsdzlik saldirisina kgirkorumak
icin bir imge fonksiyonuyla bir bicim bozma fonksiyun birlgimi olan tzel bir fonksiyon
kullaniimistir. Her ne kadar protokolin cevringdis6zlik saldirilarina ker dahi guvenli
oldugunu iddia etseler de, Tang ve MitcheifRik bir makine slemiyle yaklaik olarak 2.3 saat
icerisinde sistemin kirilabilegeni gostermglerdir. Dolayisiyla ¢cevrimg@l sozlik saldirilarina
kargi glvenli bu tr bir protokol tasarimi hala acgiblpiem olarak durmaktadir. Bu gahada bu
problemi yalnizca simetrik kripto kullanarak ¢ozletd model dnerilmektedir.

Anahtar Kelimeler: Anahtar olgturma protokoli, protocotifreleme, kimlik dgrulama



TABLE OF CONTENTS

ACKNOWLEDGEMENTS ... .ottt et e e e ettt e e e e e e e e e s nnses e e e e e snnneeseeeeeeas iii
= 1S I 2 3 TP UEURPR iv
(0 Y4 =3 I Vv
TABLE OF CONTENTS ...ttt ettt e e e e e e e e e sttt e e e e e e e e snnmee e e e e e e s eannnnnenneas Vi
1. INTRODUGCTION ...tttittiieeee ettt et e e e ammmms ettt e e e e e s e aaasasbsaeeeeeeaeeeseasnnenaaeeasaannsnnnaeeaaaeaens 1
2. RELATED WORKS FOR PASSWORD BASES KEY AGREEMENT PROCOL ............. 3
2.1. SIMPLE AUTHENTICATED KEY AGREEMENT ALGORITHM.......cccccvvveeeeninnns 3
2.1.1.Cryptanalysis Of The Simple Authenticated KWeyeement Algorithm..................... 4
2.1.1.IMan-In-The Middle AMACK ..........coieiiiiiiiim e 4
2.1.1.2.Replay AMACK........cooe i 5
2.2. TSENG’'S MODIFIED KEY AGREEMENT PROTOCOL ......cccuviiiiieieiiiiiiiiiiieeee e 6
2.2.1.Cryptanalysis Of Tseng’'s Modified Key AgreemBrotocol.............cccoeeeeeeeeiieneeenenn. 7
2.2.1.1.Backward Replay AttACK ..........ccoiiummmmiiiiiiiiiiiiiiiiiieeieieeieeieevve e rererene s eee s 7
2.2.1.2.MOdifICatioN ATACK .........uiiiiiiiei e 8
2.3. KU-WANG KEY AGREEMENT PROTOCOL.........ctttiiiimmmeiiiiiiieeeee e aee e 8
2.3.1.Cryptanalysis Of Ku-Wang Key Agreement ProtoC...............uevvviviimiiiiiniininnnnnns 0.1
2.3.1.1.MOdifiCation ALLACK ...........eeeiiiii e e e 10
2.4. HSUET AL. KEY AGREEMENT PROTOCOL ....ccceetiiiimemreiiiiiie e 12
2.4.1.Cryptanalysis Of Hsu et al. Key Agreementdlol .................cccceevvvvvieviieieninenn, 13
2.4.1.1. MOdifiCation ALLACK ..........ueeeiiiii e 14
2.5. LEE AND LEE KEY AGREEMENT PROTOCOL ......ccttiiiiiiiiiiiiiieeeeee e 14
2.5.1.Cryptanalysis Of Lee And Lee Key Agreemeimf@uol ..............ceeeeeeeeeeeeeee e, 16
2.5.1.1. MOdifiCation ALLACK ...........eeeiiiii e 16
2.5.1.2.Password GUeSsSING ALtACK...........coumeererrrririiiiiiiiiiiieie .. 16
2.6. LEE-KIM-YOO PASSWORD BASED KEY AGREEMENT PROTOCOL............. 17
2.6.1.Cryptanalysis Of Lee-Kim-Yoo Password Baseg Kgreement Protocol .............. 18
2.6.1.lIncompleteness of Lee-Kim-Yoo Password Based Kenedment Protocol .....19
2.6.1.2.0ffline-Dictionary AttACK .............ueeeeiiiiiiiiii e 20
2.7. LAIH-DING-HUANG PASSWORD BASED KEY AGREEMENT PROTQOQL....... 21
2.7.1.Cryptanalysis Of Laih-Ding-Huang Passworddglasey Agreement Protocol ........ 22
2.7.1.1Password GUesSING ALtACK .........oeviiiiiiiiiceieiee e 24
2.8. TANG-MITCHELL KEY AGREEMENT PROTOCOL........cuutiiiiieeeeeiiiiiiiiieeeeeae e 24
3. THE PROPOSED PROTOQCOL .....itiiiiiiiiiiee ettt eee e e e e s s sistieaeeeeeaeeesssnnneeeaeeeenans 26
3.1. PASSWORD-BASED KEY ESTABLISHMENT PROTOCOL WITH SYMETRIC
KEY CRYPTOGRAPHY ..ottt mmm ettt e ettt e e e e e e e e s sneneeee e e e s nnneeees 26
3.1.1.Cryptanalysis Of The PropoSed ProtOCOL ... .oceaiiaiiieiieeee e 30
3.1.1.1USING MESSAGET ] ......evviiiiiiiiiie e 30
G 700 00t 2 = Yo 1= 11 o A=V o N 30
3.1.1.3.Using Human and Machine Together ... .ccceeeeeieeiiiiiiiiiiiiiiieien 31
3.1.2.Simulation Of The StUAY .........cooii it e 32
4. CONGCLUSION ...ettiiiiiie ettt ettt e e e e e e st e et e e e e e s smnee e e e e e e e e nnnbnnreeeeeas 37
REFERENGCES ...ttt ettt e e e e e e e st e e e e e e s et bbb e et e e e e e e e s annnnees 38
CURRICULUM VITAE ...ttt ettt e e e e e e s n e e e e s s s neeeeeeas 40

Vi



LIST OF TABLES

Table 3.1: The Strength Of The Protocols Against Some Knowiagkts

Vii



LIST OF FIGURES

Figure 1.1: Man-In-The Middle Attack To The Diffie-Hellman Kejygreement Protocol...........

Figure 2.1: Key Establishment Phase of Ku-Wang Key Agreemeaotool.......................... 9
Figure 2.2: Key Validation Phase of Ku-Wang Key Agreement Bcot............................ 9
Figure 2.3: Manipulation In Key Establishment Phase For Maeifion Attack.................. 11
Figure 2.4: Manipulation In Key Validation Phase For Modifiat Attack....................... 11
Figure 3.1: An Example Picture Of CAPTCHA. ... e e 27
Figure 3.2: Different pictures related with the word “net”....... ..o 29
Figure 3.3: Login window of the program......... ..o e e oo 33
Figure 3.4: Password window of the program......... ..o e e 33
Figure 3.5: Matching window of the program...........c.oovii i e e 35
Figure 3.6: Class Diagram Of The Web Service Program..........c..ccouvvivs cemeeierine e enne 36

viii



1. INTRODUCTION

In 1976 Diffie and Helman (Diffie and Hellman 197i@froduces a key agreement protocol in
which two parties can establish a secret sessigroker insecure channel. It makes use of the
difficulty of computing discrete logarithms ovefiaite field. Diffie-Hellman key exchange does

not authenticate the participants. Several metloddetegrating authentication into the scheme

have been proposed.

One method involves incorporating certificates (eligital signatures) into the key agreement
protocol, thus providing authentication of the sms&ey. A certificate from a trusted authority is
presented to the user along with the public kegetdify ownership of the keys. Now an attacker
cannot impersonate both Alice and Bob (the pasitip) and cannot substitute the original
public keys with her own because they are signepublic key system such as RSA can be used
for this purpose. One example of this scheme isatlibenticated Diffie-Hellman key agreement
protocol, or station-to-station (STS) protocol, efhiwas developed by Diffie et al. (Diffie et al.
1992).

As key exchange schemes with certificates requmeestrusted authority to verify the integrity
of the received messages, the extension to a |laygeem may be difficult. They need a large
storage for certificates and more bandwidth foruwbefication of the signature as the number of
user increases. Furthermore, if the authority imm@mised then the total system would be in

danger.

Another method for achieving an authenticated kgg@ment protocol which does not require a
trusted authority, involves two users (Alice andbBavho pre-share a secret password. In
encrypted key exchange (EKE) (Bellovin and Metf#82) a shared password P is used as a key
to encrypt a randomly generated number. This scheefieats man-in-the-middle attacks, as
attacker has no method to disguise herself as Ak Bob without knowing the password P.

But this algorithm is complicated and is also pegdnobstructing wide usage. Another example



of this type of scheme is fortified key negotiati@nderson and Lomas. 1994). In 1999, Seo and
Sweeney (Seo and Sweeney 1999) proposed the pasbased authenticated key agreement
scheme, which is a slight modification of the DeHHellman scheme, and based on a pre-shared
password method for user authentication. After dbkeme of (Seo and Sweeney 1999), there
have been a sequence of works to improve the schEseag (Tseng 2005) pointed out that Seo
and Sweeney’'s scheme is not secure against thayrgptack, in which an adversary can
successfully make a honest party compute a wrosgiae key. Tseng (Tseng 2005) also
proposed an improved scheme to remedy this vulilgyalhater, Ku and Wang (Ku and Wang
2000) showed that Tseng’s scheme is weak to tveks} called the backward replay attack and
the modification attack, and proposed a new enhlmane to eliminate these weak points.
However, Hsu et al. (Hsu et al. 2003) showed thatakd Wang's scheme is weak to the
modification attack, in which an adversary fool®t@ommunicating parties into sharing a wrong
session key, and proposed an improvement to shigemeakness. Then, Lee and Lee (Lee and
Lee 2004) found that Hsu et al.’s scheme has a meszkagainst the modification attack of (Hsu
et al. 2003) and proposed an improved scheme trrédps security flaw. Recently, Lee et al.
(Lee et al. 2005) argued that Lee and Lee’s schisnaso vulnerable to a password guessing
attack and proposed an improved scheme. Very fgcétwon, Hwang, Kim, Lee (Kwon et al.
2005) show that Lee et al.’s scheme (denoted by LiK¥till vulnerable to a password guessing

attack.

The remaining of this thesis is organized as fodlolm section 2, the related works which are Seo
and Sweeney’s simple authenticated key agreemetbvqml, Tseng’'s modified key agreement

protocol, Ku-Wang key agreement protocol, Hsu ek@y agreement protocol, Lee and Lee key
agreement protocol, Lee-Kim-Yoo password based dgrgement protocol, Laih-Ding-Huang

password based key agreement protocol, Tang-Mlitdkes} agreement protocol and their

cryptanalysis are reviewed. In section 3, the psegoprotocol and its software simulation is
given and section 4 is conclusion of the thesis.



2. RELATED WORKS FOR PASSWORD BASES KEY
AGREEMENT PROTOCOL

2.1. SIMPLE AUTHENTICATED KEY AGREEMENT ALGORITHM
Seo and Sweeney proposed a simple authenticateddtegment protocol that Alice and Bob

(two users) share a common passwértefore the protocol begins and uses the same public

values ofg andn as the original Diffie-Hellman. In the Diffie-Hatlan key agreement protocol,
the system uses public valuesind g where n is a large prime number angl is a generator

with ordern—-1 in GF(n).

1. Alice and Bob each compute two intege@s and Q"1 mod(n-1) from the
password®. Q could be computed in any predetermined way fi@nprovided
it yields a unique value, relatively prime wifin-1), and with low probability
that two different passwords will give the sameueabf Q. For example,Q
could be the smallest such integer that is greh#sr a numeric representation of
the passworé .
2. Alice chooses a random large integeand sends Bob
X1= gaQ modn
3. Bob chooses a random large integeand sends Alice
Y= ng modn

4. Alice computes

-1
Y= (Yl)Q modn

b

Key; =Y & modn = g#° modn

5. Bob computes

-1
X :(Xl)Q modn

b

Keys = X 4 modn = ga modn



It is clear thaKey, = g* modn = Key,. A common session key is thus established.
To check the validity of the session key, Alice &ab may perform the following steps:

1. Alice computes(Key,)® modn and sends it to Bob
2. Bob computegKey,)° modn and sends it to Alice

3. Alice and Bob each compute the other's key by apgl¥)™" and compare it

with his/her own session key.

2.1.1. Cryptanalysis Of The Simple Authenticated Key Agreenent
Algorithm

2.1.1.1. Man-In-The Middle Attack

With the original Diffie-Hellman, Eve (attacker)rcalter the public values such gémodn and

g° modn from Alice and Bob with her own values. Then Ewe Alice share one key, and Eve

and Bob share another key without notice.

1g® modn ¢.modn

» »
L »

Alice _ 4.g'modn Eve _3.¢°modn Bob

Key, =(g')* modn Key, =(g%)' modn Key, =(g")° modn
Key, =(g")' modn
Figure 1.1 Man-In-The Middle Attack To The Diffie-Hellman Keygreement Protocol

But, with simple authenticated key agreement atgorj when Eve receives (% ¢#® mod n) in

step (2), she cannot gues$ fgod n’ and Q, since the problem is combined wité discrete

logarithm and a secret password. If she still tt@esavesdrop, she has to makg Q modn)

* * _1
and send it to Bob. If Bob tries to sol{¢g? Q modn)Q modn), he will obtain a wrong

value, which it is impossible for Eve to know.



Eve does not know Q ortand therefore cannot send values that will réautice and Bob re-

computing the same key values as before.

However, Tseng (Tseng 2005) showed that the simpieenticated key agreement protocol of

Seo and Sweeney is vulnerable to the replay attack.

2.1.1.2. Replay Attack

Seo and Sweeney (Seo and Sweeny 1999) proposechpde sauthenticated key agreement
protocol that is based on a pre-shared passwordotieind modifies the Diffie-Hellman scheme
to provide user authentication. They claimed trsalgished session key between two users is
also verified. However, Tseng (Tseng 2005) poinbed that verification of the session key
cannot be achieved in their protocol. If an oppéneplies to the received message after
receiving the honest user's message, the honestcasmot determine the invalidity of the
session key. That is, verification of the sessiey kannot be achieved in the Seo-Seweeney
protocol (Seo and Sweeny 1999).

In the Seo-Seweeney protocol (Seo and Sweeny 1%@pugh an attacker (Eve) cannot
impersonate Bob to compute a common session kegdhath the Alice, according to Tseng
(Tseng 2005), the verifying process of the sesdien in their protocol has the following

weakness: Eve may re-send it to Alice after reogjithe message Kéymod n sent by Alice.

-1
Alice then computes the ke@Key?)Q modn by applying Q" and it must be equal to Key

because Q.®= 1 mod (n-1). Therefore, although Alice obtains@ng session key and Eve
cannot compute the same wrong session key, Alittestili believe it. That is, verification of the

session key cannot be achieved using this protocol.



2.2. TSENG'S MODIFIED KEY AGREEMENT PROTOCOL

By using a pre-shared password technique, Seoardriey (Seo and Sweeny 1999) proposed a
simple key agreement protocol which was intendeattas a Diffie-Hellman scheme (Diffie and
Hellman 1976) with user authentication. In the Sgeeeney protocol, two parties who have
shared a common password can establish a sessidny kexchanging two messages. The authors
also claimed that key validation can be achieveeXmphanging two more messages. Later, Tseng
(Tseng 2005) addressed a weakness in the key wafidgteps of the Seo- Sweeney protocol. By
replying to the message sent from the honest pdmtyadversary can fool the honest party into
believing a wrong session key. Tseng modified tbg kalidation steps of the Seo-Sweeney

protocol and claimed that key validation can baedd in the modified protocol.

In the Tseng’s modified protocol, as in the origiBéfie-Hellamn scheme (Diffie and Hellman
1976), the system possesses two public valeeslg, wheren is a large prime number agds a
generator with ordemn-1 in GF(n). Let Alice and Bob denote the two parties who hslvared a
common password P. The protocol has two phaseskelgeestablishment phase and key
validation phase, and can be describe as follows:
Key establishment phase:
(e.1) Alice and Bob each compute two integ€sindQ™ mod (n-1)from P, whereQ is
computed in a predetermined way and is relativelypg ton-1.
(e.2) Alice selects a random integeand sends Bob
X, =g**modn
(e.3) Bob also selects a random integeand sends Alice
Y, = g"?modn
(ed) Alice computes the session key Kag follows:
Y = (Yl)Q_1 modn = gb modn
Key, =Y modn = g2’ modn

(e.5) Bob computes the session key Kag follows:



X = (Xl)Q_1 modn = g& modn
Key, = X modn = g2° modn
Key validation phase:
(v.1) Alice sends Y to Bob.
(v.2) Bob sends X to Alice.
(v.3) Alice and Bob check whetheX =g®modn and Y = gb modnhold or not,

respectively.

2.2.1. Cryptanalysis Of Tseng's Modified Key Agreement Pr¢ocol

From Tseng’'s point of view (Tseng 2005), with thediiied protocol, when Eve (attacker)
-1
receives Xl(XlzgaQ modn) from Alice (user), Eve must compute= XlQ modn =

g?modnand then sends it to Alice in the verification stey the session key. However, it is

impossible to obtainmod n and Q, since the problem combined with teerete logarithm and
a secret password. Eve cannot therefore computedhect X from X. Moreover, in the
modified protocol, X and Y computed in the sesdien establishment phase. Compared with the

original protocol, the modified protocol reduces tomputational time by two exponentiations.

However, Ku and Wang (Ku and Wang 2000) showed Teahg’s scheme is vulnerable to two

attacks, called the backward replay attack andrtbeification attack.

2.2.1.1.Backward Replay Attack

Upon seeing Xsent by Alice in step (e.2), the adversary (Eaw) masquerade as Bob to re-send
it back to Alice in step (e.3) as Y,. Consequentlljce will compute
-1 -1
Y= YlQ modn = XP modn = g2 modn
a a2
Key, =Y“modn=g“ modn

and send Y to Bob in step (v.1). Then, Eve can masgle as Bob to re-send Y back to Alice in
step (v.2) as X. Since Y £ gnod n holds, Alice will be fooled into believinet wrong session



key Key. It should be noted that if step (v.1) and ste@)(are exchanged, the protocol is still
vulnerable to the replay attack, in which Eve masgdes as Bob to start another protocol run
with Alice by using X. The message sent by Alice in the first key vdiatastep of the new
protocol run can be used by Eve in the second laedigation step of the original protocol run.

Again, Alice will be fooled into believing the wrgrsession key.

2.2.1.2. Modification Attack

Upon seeing Xsent by Alice in step (e.2), Eve can replace thveiny numbere [ln—l], say
Xi. In step (e.3), Bob sends Y, to Alice, and theitékends the corresponding response Y to

: -1
Bob in step (v.1). In step (v.2), Bob will send , which equal$X1)Q modn, to Alice.

Becaus&X # g®modn, Alice will not believe Key,. However, sinceY = gb modnholds, Bob

. ' ha-l
will believe the wrong session kelgey, which equals(Xl)bQ modn Although Eve cannot

compute Key'z, she can still fool Bob into believing this wrosgssion key. Note that if step
(v.1) and step (v.2) are exchanged, the protocstillssulnerable to the modification attack in the
opposite direction, i.e. it is Alice rather thaniBwho will be fooled into believing a wrong

session key.

2.3. KU-WANG KEY AGREEMENT PROTOCOL

Ku and Wang (Ku and Wang 2000) demonstrated tvaxlkdton Tseng’'s enhancement. The first
one is called backward replay without modificatiamwhich the adversary can masquerade as
one communicating party to fool the other one imétieving the wrong session key by replaying
the exchanged message. The second one is calleficaioah attack, in which the adversary
interposing in the line between two communicatingtips can manipulate the exchanged
message to convince one party of a wrong sessipnTkesy further proposed a countermeasure

to eliminate these security flaws inherent in Tsemgproved protocol.



Brief description of Ku-Wang key agreement protasajiven below:

Let n be a large prime angl€ Z, a generator with order n-1. Assume that two comoatimg
parties, Alice and Bob, share a common passwordd@vance. Alice and Bob can pre-compute
two integers Q and ®(mod n) from P in any predetermined way befordqueting the key
agreement protocol. Detailed description of thist@eol is given below.

(1) Key establishment:Procedure of establishing the session key shagegelen Alice

and Bob is described as follows.

(k.®¥, = g*?modn
Alice Bob

v

A

(k.2)=g"?modn
Figure 2.1: Key Establishment Phase of Ku-Wang Key Agreemeaioieol

Alice randomly chooses an integercomputesX, = g**modn, and then sends message (k.1) to

Bob. By the same way, Bob sends message (k.2)ite, Alhereb is a random number chosen by
Bob. After that, Alice first compute¥ :YlQ_1 = gb modnand then derives the session Key
byK; =Y%modn. Similarly, Bob can obtain the session key= XP modn,
whereX = XlQ_l =g®modn. Note that the shared session key is regarded

asK; = K, = g2° modn.
(2) Key validation: To check the validity of the established sessiey, lAlice and Bob

should cooperatively perform the following protacol

(v.¥, = K1Q modn

v

Alice Bob

A

-1
(v.¥ = XS modn

Figure 2.2: Key Validation Phase of Ku-Wang Key Agreement &cot



Alice computesXy = KlQ modnand then sends message (v.1) to Bob. Upon recemegsage

-1
(v.1) from Alice, Bob checks whether KZQ modn = K. If it holds, Bob believes that he has

obtained the correct Xand Alice has obtained the correct, Y.e. Bob is convinced thatsKs
validated and then sends message (v.2) to Aliceth®mther side, Alice checks whether X% g
mod n holds or not. If it holds Alice believes tisdite has obtained the correct &hd Bob has

obtained the correctXi.e. Alice is convinced that Keys validated.

2.3.1. Cryptanalysis Of Ku-Wang Key Agreement Protocol

The weakness of the Seo-Sweeney protocol is dtizetsame values of the two key validation
messages. One problem within Tseng's modified paites that the values of the two key
validation messages will be the same onge=YX;. Another problem within Tseng's modified
protocol is that Bob cannot judge the correctnéss;drom the received Y. In the enhanced key
validation steps, the first key validation messagelirectly inherited from the Seo-Sweeney
protocol while the second key validation messagadispted from Tseng’s modified protocol.
The use of asymmetric messages in the enhancedakewtion steps is one of the methods of
resisting the attack of backward replay without ification (Gong 1993). In addition, according
to the (Ku and Wang 2000) the first key validatioessage, X can alternatively be generated
from X, = (Y1) mod n and verified by checking whethes X (X;)° mod n. This alternative is
useful if the protocol is implemented in hardwaks.the generation (or verification) ohan be

performed in parallel with the session key genermatihe computation delay can be reduced.

However, Hsu et al. (Hsu et al. 2003) showed thatakd Wang's scheme is weak to the
modification attack, in which an adversary fool®teommunicating parties into sharing a wrong
session key.

2.3.1.1. Modification Attack

Let Eve be an active adversary who interposesdherunication between Alice and Bob. In the
key establishment, Eve could manipulate the exalémgessages to plot the modification attack

as follows.

10



(kD)X; =g*%modn (k.1)X; = X} modn

»

Alice Eve Bol

P

<

(k2)¥; =Y, modn (k2)Y; = g°2 modn

Figure 2.3: Manipulation In Key Establishment Phase For Maeifion Attack.

Upon intercepting messagé&.l) sent by Alice, Eve can replace it with messalg&'), wheret

is a random integer arbitrarily chosen by her. &irlyi, Eve chooses another random integer
computeé/i =Y1u modn, and replaces messafje2) sent by Bob with messagezl) . Here, the
session key obtained by Alice K§ = gabu modn, while that obtained by Bob

is K'Z =92 'modn. To convince Alice and Bob Ni andK'z, Eve will intervene in the key

validation as follows.

— (ke \Q Ny oy tuTd
(V) X5 = (K1)~ modn (v1)Xy=X5 modn
Alice | Eve | Bof
D -1 N
(v2)X =X modn (v.2)X =(Xq) modn

Figure 2.4: Manipulation In Key Validation Phase For Modificat Attack.

On seeing messaggr.l) sent by Alice, Eve replaces it with messegé). Similarly, Eve
. © -1 .
replaces messagés.2) with(v.2). Since(xz)Q = gabt = Ky, modn, Bob will be fooled into
believing that his obtained ke&K'Z) is verified. Similarly, Alice is also deceived thi is
; : ' 71 a Q_1 at ;
validated, sinceX = X" =g“modn, where X =(X;) =g“ modn. It is to see that

although Eve cannot obtaini or K'2, she can still fool Alice and Bob into believirtgetr wrong

session keys. So the Ku and Wang's scheme is \allfeeto the modification attack
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2.4. HSU ET AL. KEY AGREEMENT PROTOCOL

In 2000, Ku and Wang (Ku and Wang 2000) pointedtbat the Tseng (Tseng 2005) scheme
suffers from two kinds of attacks: the backwardlagpattack without modification and the
modification attack. In the first attack, an attackan masquerade as one communicating party
and replay the exchanged messages to cheat theooibeln the second attack, an attacker can
alter the exchanged messages to cheat one paotybatieving a wrong session key. Ku and
Wang (Ku and Wang 2000) also proposed a modifigtemticated key agreement scheme to
defeat these two attacks. Unfortunately, in 2008y et al. (Hsu et al. 2003) showed that the Ku—
Wang scheme is still vulnerable to the modificataatack and gave an improvement to enhance
the security of the Ku—Wang scheme. Moreover, the &t al. scheme is more efficient than the
previous schemes (Ku and Wang 2000, Seo and Sw&9%9y Tseng 2005).

Some notations which are used in Hsu et al. sclamerotocol description are given below.
i.  Alice, Bob : two communicating parties
i. Eve:an attacker
iii.  id,,idg: the identities of Alice and Bob
iv.  n:alarge prime number
V. g :agenerato€ Z, with ordern-1
vi. P :the common password shared between Alice and Bob
vii.  Q :an integer computed fror
vii. Q™' : the inverse of) (modn)
ix. a :arandom number chosen by Alice
X. b :rarandom number chosen by Bob

xi.  H(.) : a one-way hash function

There are two phases in the Hsu et al. scheme wdniehkey establishment phase and key
validation phase.
Key establishment phase:

(e.1) Alice computesX, = g*°modn and sendsX, to Bob, where is a random number.
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(e.2) Bob computesy, = g°?modn and send¥, to Alice, whereb is a random number.
(e.3) Alice computes the session k&y as follows:
Y =Y,%" modn = g° modn,
K, =Y*modn = g*modn.
(e.4) Bob computes the session kKy as follows
X = X2 modn = g® modn
K, = X" modn = g** modn
After the step(e.4) two communicating parties, Alice and Bob, comps#ne session key
K, =K, =g*modn.
Key validation phase:
(v.1) Alice computesX, = H(id,,K, )and sendsX,to Bob.
(v.2) Bob verifies the validation of the equatiof, = H(id ,,K,)
(v.3) If it holds, Bob compute¥, = H(id;,K,) and send¥,to Alice
(v.4) Alice also verifies the validation of the equatigr+ H (id;, K,) .
After the step (v.4) Alice and Bob are now convinced the common secret

keyK, =K, = g*modn.

2.4.1. Cryptanalysis Of Hsu et al. Key Agreement Protocol

Hsu et al. claimed that their scheme can withstiiedmodification attack. Eve must compute

g*”(modn)and send X, = H(id ,,g*(modn)) to Bob. However, it is impossible to obtain

g®(modn) since the problem is based on the intractabilftgalving the discrete logarithm

problem and the difficulty of compromising the passd. Hence, Eve cannot fool Bob into
believing a wrong session key. For the same redSem,cannot cheat Alice to accept a wrong
session key. Thus, the proposed improvement isrseagainst the modification attack. As

compared with that of Ku and Wang's key validatittne computation complexities of the
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proposed improvement reduces two exponentiatiomatipas but requires two more one-way

hash function operations.

However, Lee and Lee (Lee and Lee 2004) foundttreatsu et al.’s claim is not correct. They

showed that Hsu et al.’s scheme has a weaknesssaga@ modification attack.

2.4.1.1. Modification Attack

According to Lee and Lee (Lee and Lee 2004) Hswaletscheme still suffers from the
modification attack. An attacker Eve can alter élrehanged messages in the Key establishment

phase to plot the modification attack as follows.

(e.1) Eve replacesX, with X; = X! modnin the stegge.1), and then sendX, to Bob.

(e2) Eve replace¥, with Y, =Y,'modn in the steige.2), and then sendy to Alice.

Finally, Bob computes X =X<° modn (=g*modn)and the wrong session key

K, = X®modn (= g® modn). Alice computesY =Y, modn (= g” modn and the wrong

®'modn ) Since K, is equal tK,, the message digest

session ke, =Y*modn (=g
X, =H(id,,K,) will also be equal tbi(id,,K,). Eve can cheat Bob into accepting the wrong

section key, . Similarly, Eve can cheat Alice into acceptig Thus, the Hsu et al. scheme is

still vulnerable to the modification attack.

2.5. LEE AND LEE KEY AGREEMENT PROTOCOL

Recently, Lee and Lee showed that Hsu et al.’semtitteted key agreement scheme is vulnerable

to the modification attack and then proposed amavgd scheme.

Assume that two communication parties, called Alaoed Bob, share a common password

P before the scheme begins, and that the system pteesraren and g, wheren is a large

prime andg is a generator with ordar-1 in GF(n). Alice and Bob each compute two integers
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Q and Q *mod (n- 1)from the passworB, whereQ could be computed in any predetermined

way fromP . The Lee and Lee’s scheme (Lee and Lee 2004)fdlaws:
Key establishment phase:

« Alice computes X, = g**modn and sendsX, to Bob, wherea is a random

number.
« Bob computesY, = g°*modn and sendsY, to Alice, whereb is a random
number.
* Alice computes the session ké&y as follows:
Y =Y,%" modn = g° modn,
K, =Y*modn = g*modn.
» Bob computes the session kiy as follows
X = X2 modn = g® modn
K, = X”modn = g** modn
Key validation phase:
* Alice computesX, and sends it to Bob
Xp = H(id o, X1, Ky)
» Bob checks whethekK, is equal tdH (id 5, X;,K) .
?
X, =H(id o, X1, K5)

If it holds Bob compute¥, and sends it to Alice

Y, = H(idg, Y, Ky)

» Alice checks whetheY,is equal tdH (idg,Y;, K; )

2

Y,=H (idg,Y;, K;)

To establish a common session key, Alice randomljiooses an integer,

computesX; = g*°modn, and then sends messajgto Bob. By the same way, Bob sends the

messagey; = g"?modn to Alice, whereb is a random number chosen by Bob. After that, élic
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computesY = (Y,)® =g®modn and derives the session key=(Y)? = g*®modn. Similarly,

Bob can obtain the session K€y = (X)° = g®* modn. To validate the established session keys,
Alice computesX, = H(id,, X;,K, ) whereHis a one-way hash function anidi, is her

identifier. Then, Alice sends the messag¢, to Bob. Bob validates the equation

?
X, =H(id,, X;,K,). If it holds, Bob computes’, = H(idg,Y;,K,)where idgis his identifier,

?

and then sends the messageto Alice. Alice validates the equatiory =H (idg,Y;, K,). Finally,

the shared session keyks = K, = g* modn.

2.5.1. Cryptanalysis Of Lee And Lee Key Agreement Protocol

2.5.1.1. Modification Attack

According to the modification attack, we assumet ttee transmitted messages in tkey

establishment phadeave been altered by an attacker Eve. That is r&WacesX,; andY; with

X, andY, . Then, Eve has to compu¢, = H (id ,, X;,K,) andY, =H(idg,Y;,K,) to convince
Bob and Alice in théKey validation phaseObviously, Eve needs to know, (K, = K,) before
computing X, andY,. To find K,(= g® modn) from X,(= g*¥modn)and Y, (= g°? modn)is
computationally infeasible, because that the aiablas to solve the discrete logarithm problem
and the difficulty of compromising the passwordefiéfore, according to Lee and Lee (Lee and

Lee 2004), thenodification attackcannot work in the Lee and Lee’s scheme. Moredwes, and

Lee’s scheme keeps the same efficiency as compatiedhe Hsu et al. scheme.

However, Lee et al. (Lee et al. 2005) argued thest &nd Lee’s scheme is also vulnerable to a

password guessing attack

2.5.1.2. Password Guessing Attack

Suppose that an adversary, called Eve, interpdsegdmmunication between Alice and Bob.
Eve may not only eavesdrop messages but also nrasiguBob and defraud Alice to gain any
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verifiable data for user password. In the Lee arek’d scheme, Alice first computes

X, =g*?modn and then sends it to the other party. Upon recgithie message, Eve to pretend
to be Bob compute¥, = 9”2 modn, whereb is a random number chosen by Eve, and sends it
to Alice. After receiving,, Alice compute¥ = (Y,)? =g°?", K, =(Y)* = g*? modn and

X, = H(id 5, X;, Ky) = H(id ,, g2, g®?")in sequence and then sendsto the other party. On
the other hand, Eve can obtai, = (X,)® = g*®°modnusing the received messagg After
receiving X, from Alice, Eve guesses a candidate passwerdand computesQ and Q
fromP. Then she ~can verify the correctness ofP by computing

H (id ,, X4, (K,)@ ") = H(id ., g%, g?? ") and comparing it witX,. If they are equal, the

user’'s password® is guessed. Otherwise, Eve tries the next carsigassword until they are

equal. Therefore, the Lee and Lee’s scheme is raibtesto the password guessing attack.

2.6. LEE-KIM-YOO PASSWORD BASED KEY AGREEMENT
PROTOCOL

Lee and Lee found Hsu et al.’s scheme still suffeesn the modification attack, and then
proposed an improved scheme to repair the secilaity (Lee and Lee 2004). However, Lee,
Kim, Yoo will show that the Lee and Lee’s schemara# withstand the password guessing
attack. Moreover, they propose an improved schemselte this problem of the scheme.
Key establishment phase:
« Alice computesX,; = g2 0 Qmodn and sendsX, to Bob, wherea is a random
number.
« Bob computesy; = g°° 0 Qmodn and sendsY, to Alice, whereb is a random
number.

* Alice computes the session ké&y as follows:
K, = (Y, 01Q)*®" modn = g modn.

* Bob computes the session k&y as follows
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K, = (X, 0Q)"? modn = g*® modn
Key validation phase:

» Alice computesX, and sends it to Bob
X, = H(id 4, X4, K;)

* Bob checks whetheK, is equal tdH (id ,, X;,K,).

?
Xy =H(idy, Xy, Ky)
If it holds Bob compute¥, and sends it to Alice

Y, = H(idg,Y;, Ky)

* Alice checks whetheY,is equal tdH (idg,Y;, K;).

”
Y,=H(idg,Y;,K)

To establish a session key, Alice selects a randombera, computesX,; = g2 0 Qmaodn,
and then sends it to Bob. Bob also computes g°? 0 Qmodn and sends the message to
Alice, wherebis a random number chosen by Bob. Upon recei¥infjom Bob, Alice computes
a session key,; =(Y; O Q)aQ_l modn = g® modn using a andQ. Similarly, Bob computes a
session keyK, =(X; O Q)bQ_l modn = g® modnusing b andQ. To validate the computed
session key in the key confirmation phase, Alicenpotes X, = H(id 5, X;,K; )and sends it to
Bob, who checks K, = H(id 4, X;,K,); if it holds, Bob computesy, = H(idg,Y;,K,) and

sends it back to Alice. Otherwise, the protocol tdal Alice finally checks if

Y, = H(idg,Y;,K;) using the messag¥, received from Bob. If everything works correctilge

session key computed by Alice and Botkis= K, = g® modn.

2.6.1. Cryptanalysis Of Lee-Kim-Yoo Password Based Key
Agreement Protocol

According to Known, Hwang, Kim, Lee (Kwon et al.0B), there are two flaws of Lee-Kim-Yoo
protocol (Lee et al. 2005). First one is incomphetes of a key-computation process and second
one is vulnerability to an off-line dictionary atta
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2.6.1.1.Incompleteness of Lee-Kim-Yoo Password Based Key Aegment Protocol

To show that Lee-Kim-Yoo protocol (Lee et al. 20@®)ncomplete, i.e., two parties may not

share a common session key; an important obsenvigtithat, in some cases,

(g* 0Qmodn) 0Q # g®? = (g*° 0 Q) I Qmodn
where g®? £ GF(n)and sog®? <n-1. The above case happens whg#? 0 Qis larger than
n-1 since a modular multiplication iGF(n) and a bit-wise XOR operation are not associative.
That is, if g®° 0Q =nthen applying the modular operatiogfmodn) to this value results
ing® 0Q=qlh+r(modn) =r, which is a random number. Hence Bob cannot obéain

intended valueg®? modnfrom X, = g®? 0 Qmodnby computingX, 0 Q. After all, Alice and

Bob cannot compute a common session key.
Example:

Now we consider a concrete toy-example in which-Kae-Yoo is incomplete. In the following

description we denote an integer by its binary eésentation, additionally. The arithmetic is
iNnGF (1) . Suppose thatg®? andQcomputed by Alice areg(0100Q,, )and 4(0010Q, ),
respectively. Then Alice computes
X, = g°? 0 Q(modL1) =8(01000,,) [ 4(0010Q,,) =12(0110Q,,)(modL]) =1(0000},)  and
sends X, to Bob. Upon receiving X; from Alice, Bob computes
X; 0 Q=(0001,) 11 (0010Q,) and K, =(X, O Q)bQ_l. But Bob obtains
g°? =5(0010%,) instead of the correct valug®? =8(01000Q,,) intended by Alice. After all,

Alice and Bob cannot share a common sessiorgReynodn.
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2.6.1.2. Offline-Dictionary Attack

Known, Hwang, Kim, and Lee (Kwon et al. 2005) shthat Lee-Kim-Yoo is vulnerable to an
off-line dictionary attack even if Lee-Kim-Yoo futiens correctly, i.eg®® 0Q<n-1. They
omit modn in obvious cases sincg®?0Q=g*°?0Q (modn g*°?0Q<n-1. The

vulnerability to an off-line dictionary attack idsa, like the incompleteness of the scheme,
caused by two different types of group operatiossduto make a flow. An adversary can get
redundancy information by checking if a flow isandomain. Thus an adversary can mount an
off-line dictionary attack by using this membersimformation. The attack of Known, Hwang,

Kim, and Lee is given below:

Suppose that the goal of an adversary Eve is todés the password of Alice and Bob running

the scheme Lee-Kim-Yoo. Normally, Alice and Bob gexte password- injected values, i.e.,
X, =g*? 0Qmodn andY, = g°? 0 Qmodn, in the key establishment phase of Lee-Kim-Yoo

and exchange the values each other. Eve overhikdn® Zommunication flows between Alice

and Bob and obtains, , especially.

Now Eve mounts an off-line dictionary attack uskgnas follows: Eve selects a candidate
password P from the dictionary of passwords and comput€s using P and
X,=X,0Q =(g*?0Q)IQ . Eve checks whetheX, is a member oiGF(n)or not. Note
that the valueg®? modncomputed by an honest user Alice is alwaySHin). If X, is not in
GF(n) then Eve can be certainly convinced that the gubgmsswordP is wrong. Eve runs

through all the password® from the dictionary by checking the membershipaofvalue
X,=(g*?0Q)0Q in GF(n). The iterative works for the set of remaining ddate

passwords in the different sessions will give therect password.
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2.7. LAIH-DING-HUANG PASSWORD BASED KEY
AGREEMENT PROTOCOL

In 2005, Laih, Ding and Huang(Laih and Ding 2005ppgwsed a password-based key
establishment protocol(referred to as the LDH prokp such that a user and a server can
authenticate each other and generate a stron@sdssy by their shared weak password within a
symmetric cipher in an insecure channel. In the Lprdtocol, a special function, which is a

combination of a picture function and a distortiomction, is adopted to authenticate the user
and protect the password from offline dictionarytaeks. The CAPTCHA (Completely

Automated Public Turing test to tell Computers &hanans Apart) scheme (Ahn et al. 2003) is

an example of such a special function.

We first introduce some notation. The special fiomctised in (Laih and Ding 2005) is defined as

o(r,s)=9(p(r,s)), wheregis a distortion function ando is a picture function. Specifically,

given inputsr ands, wherer is a random string of characters or bits &g a random number,

p generates a random picture which depictsn some way. Given an inpyp(r,s) (a picture)
the distortion functiong generates a distorted versi@= g(p(r,s)) such that humans have the

ability to recognizer from R while a machine typically cannot.

Suppose(E,,,, D,,} denotes a pair of symmetric encryption/decrypfiamctions, wherepwis

the secret keyH denotes a one-way hash functionjs a security parameter, ai} denotes the

set of all strings of lengtim, with elements drawn from some set of characeis @ll letters or
all alphanumeric symbols). All these system paramseexcept pw are made known to all

relevant parties. The secret kg (a password) is only known to the user and theeser
* User (U) generates a random numhbe@nd sends it to the Servé®) with its identity
ID, as{IDy,t}.
* S randomly selects a stringfrom B, and produces a random numbr Then S

computese (r,s) and calculatesC, = E (¢ (r,s)). Next it sendsC,with the hash
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value C, =H(pw||r ||t Yo S where, as throughout, || represents the concaianat
operator.

« U first decrypts the messadg by using his passworgpw as D,,,(C, ) and obtains

the distorted image. At this poirit] recognizesr from the image. Then it gets the
hashH (pw||r ||t) and checks whether or not it is equallg. If it is true, r = r with
high probability andJ can authenticate&s. However if it is not equal, thed ends
the protocol. Following the authentication, it tsamits C, = H (1|| pw/||r ||t )to S.

» After receivingC;, S compares it withH (1|| pw||r ||t) to see whether or not they are

equal. If yes, Sauthenticatedd . Otherwise protocol is terminated. After

authentication of both partiesU and S can share the session key
SKy =SKs =H |l pw]|r [It).

2.7.1. Cryptanalysis Of Laih-Ding-Huang Password Based Key

Agreement Protocol

In their analysis of the LDH protocol, Laih, Dingdh Huang claim that the protocol is secure

under the conditiofB, |+|C,,, [> 70whereC,,is the set of passwords that people select and
|Cpw lis the size of the password set. They assume tieabrtute force attack fails when the
entropy of the searching space is larger than ®and|C,, | equals 23 bits in their security
analysis. In these assumptions, we select thegsteangth n=8 (i.e. the number ofB, is

62° >2" with 26 upper (lower)-case letters and ten digis) |B,|+|C,,[> 70 bits.

Specifically they make the following two securitgims.

1. Exhaustive search by a machine

The machine first needs to compue=E_, ¢((,s)) by guessing the values ofand

pw, and then compare§, and C,in order to verify this guess. There a#e® possible values
for r', and 2%® possible values fopw, i.e. the total search space is of size

628* 223 > 270

22



So, based on the assumption that, it is computtipinfeasible for the machine to compute
pW.
2. Exhaustive search by a human being and a machine.

If a valid messageC, = E,, ¢((r,s))is obtained, the machine first guesses a password

pw and computes = D, (C)); then the human being decides whether oATmintains a string

from B,, which indicates whether or ngbw equals pw. This process is repeated until the
correct password is found. This would require thenan to checC , |- 2% possible values

for pw. Based on this, Laih, Ding and Huang estimate imahis case it will take about 3.2

months for a human being and a machine to sucdlsséarch for the password.

However in (Tang and Mitchell 2005), Tang and Méktpoints out that in the LDH protocol,
the protection of the password is based on theriggad the functione, i.e., the assumption that

a machine (without a human being involved) canritgcévely recognise from ¢(r,s). As

Laih, Ding and Huang point out in (Laih and Ding08), the string reorganization CAPTCHA
schemes (Ahn et al. 2003) are potentially suitadieices for the functiop. However, the
security of these artificial intelligence (Al) prelns is based on the state of the art in pattern
reorganization research, and is thus essentiallyistee. Mori and Malik (Mori and Malik 2003)
have recently developed efficient methods basedh@ape context matching that can identify,
with a high success rate (83%), the word in aniegpy image, a type of CAPTCHA scheme
currently in use. Thayananthan et al. (Thayanant#tam 2003) developed a program that can
achieve a ninety three percent correct recognitaie against ez-gimpy. Recently Moy et al.
(Moy et al. 2004) developed a program that caneaeha seventy eight percent accuracy against
gimpy-r, another type of CAPTCHA scheme.

Apart from the above problems, Tang and MitcheHibi a number of security vulnerabilities in
the LDH protocol which exist almost regardless lé thoice ofp. These vulnerabilities are
based on the following observations.

1.A human being must be able to easily recogmizEomD,,(¢(r,s)), which implies

that D, (¢ (r,s)) is very different from a completely random picture
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2. If pw = pwthen Dpw((p(r,s)) will resemble a random image. This implies thas it

possible to determine whether or not a guessedvpasspw is correct merely by

deciding WhetheerW. (C)) is a (distorted) image or a random pattern.

3. ltis likely to be very simple to develop software distinguish between a distorted
image and a random pattern (for example, a comipresggorithm should be able to
compress an image whereas a random pattern willnbempressible). This is
certainly a much simpler problem than automatimgtrecognition.

Specifically, the following attacks might be mouwhtey a machine or a human being.

2.7.1.1. Password Guessing Attack

In some cases it might be feasible for a machin@aant an offline password guessing attack.
The machine works through all possible passwordt &r each guessed passwom, the

machine compute& = Dpw (C,). By some means (see fact 3 above) the machine dhecks

whether or notAresembles a distorted image rather than a randbpatiern. Because of fact 2
above, the correct password can be identified filmenunique case where A is a distorted image

rather than a random bit pattern. This attack oetjuires a machine-based search of|€lzg . |
If, for example, it takes a millisecond to checleoralue of A, then checking through a password

space of size2*® will take only 2.3 hours. Therefore LDH protoca@rcnot be considered as a

secure protocol.

2.8. TANG-MITCHELL KEY AGREEMENT PROTOCOL

In the enhanced protocol, they make the followisgumptions. Suppose a uger) with identity
ID, and a server(S) with identity (IDg) share a secret passwqga. We also suppose that
pand gare two large prime numbers, where 2q+1, and H is a secure one-way hash

function. When U and S want to negotiate a session key, they first
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computeg = H(pw||ID, || IDg ||i)modp, wherei(i >0)is the smallest integer that makgsa
generator of a multiplicative subgroup of ordgrinGF(p) . U and S then perform the
following steps.

1. U generates a random numbgr Z;, and sendsn, = g“ modpto S.

2. After receivingm, Sgenerates a random numbge Z;, and sendsm, = g modp
to U. S uses a CAPTCHA scheme to construct a distortetingio (r), where r is a
random string, and also seng¢r) to U . We suppose that the selected CAPTCHA
scheme has not be broken.
Scomputesz = g"» modp as the shared key material, and compwes H (z||1) as
the shared key.

3. After receivingm,, U recognizesr from the distorted picturep(r), computes
z=g">modp as the shared key material, and compu€es H(z||1) as the shared
key. ThenU constructs and sends the following confirmatiorssage taS:

C, = H(o ()T [l 3Imy [lm, [|g*= |IDy [|1Ds)

4. After receivingC,, Schecks that the received message equals

H (o (M)IIr lI13lImy [Im; [Ig"* [|1Dy [/1Ds)

If the check fails,S terminates the protocol execution. OtherwiSecomputes and sends

the following confirmation message tb:

C, =H( 4llm [Im, ||g" [|1Dy ||IDs)

5. After receivingC,, U checks that it equals:

C, =H( 4llm |Im, [|g" ||IDy ||IDs)
If the check fails,U terminates the protocol execution. Otherwigeconfirms that the

protocol execution has successfully ended.
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3. THE PROPOSED PROTOCOL

3.1. PASSWORD-BASED KEY ESTABLISHMENT PROTOCOL
WITH SYMMETRIC KEY CRYPTOGRAPHY

In 2005, Laih, Ding and Huang proposed a passwas#®d key establishment protocol such that
a user and a server can authenticate each othegemmadate a strong session key by their shared
weak password within a symmetric cipher in an ioseachannel. In this protocol, a special
function which is a combination of a picture fuctiand a distortion function, is combined to
authenticate the user and protect the password tinendictionary attacks that are major threats
for most of the weak password-based protocols. Teyn that the proposed protocol is secure
against some well known attacks. However Tang aitdhll shows that the protocol suffers
from an offline dictionary attack requiring a mawhibased search of siz& #vhich takes only
about 2.3 hours. So designing such a protocol witviding practical security against offline
attack is still an open problem. In this study, imeoduce two password-based authenticated key
establishment protocols that provide practical sgcagainst offline dictionary attacks by only

using symmetric cryptography.

Passwords are the most widely used authenticatethad although use of them has many well-
known security weaknesses such that they can lig gasssed by automated programs running
dictionary attacks. The scenario in which a user asserver authenticate each other and produce
a strong session key through symmetric cryptogrdpim the low entropy password known by
the both parties is very practical and conveniarthe real world. However, designing a secure
protocol for this scenario has been an open proldamto effectiveness of offline dictionary
attacks. In (Laih and Ding 2005), C.S. Laih et.pmbposed a password-based authenticated key
establishment protocol (referred as LDH) to resahis problem. Actually, the major difference
of the protocol from some well-known proposals (B&h and Merritt 1992, Gong et al. 1993) is

it does not use public key cryptography to comlarsgpace with password space to form a large

enough space to resist the offline dictionary &ttdthe key idea behind this protocol is use of a
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special function which is consisted of a picturedion and a distortion function. This function is

defined asp(r,s) = g(p(r,s)),where g is a distortion function,pis a picture function which

takes random string of characters/digitsand a random numbe¥as input arguments. The
CAPTCHA (Ahn et al. 2003) which is used by sevarampanies (Yahoo, Microsoft etc.) to
avoid too many free account application from maehatone is an example of this function. A
sample picture of CAPTCHA is depicted in Fig.1. Bgans of use of such a function, distorted
picture can be easily recognized by a human, whikeis a very hard problem for a machine. So
according to the authors, the strength of the lttdzased on only the power of machine
computation can be weakened and with their prop@setbcol practical security is provided.
They also analyze the security of the protocol merég the scenario if both human and
machine work together to crack the system and cthahsuch an attack takes about 3.2-month.
However in (Tang and Mitchell 2005), Q. Tang andMiichell investigate the security power of
LDH and state that it suffers from offline dictiogaattack. According to (Tang and Mitchell
2005), the basic weakness in the protocol stemms fite fact that: A machine can realize the
difference between a distorted image pattern armhdom image pattern, so when the machine

works through all possible passwords, a succesfalyption means getting a non-random

image pattern. As a result, f@> password search space, by using a machine whitimeke
one check per millisecond, one can capture thewmadgsonly about 2.5 hours. In fact, for this

attack strategy there is no need of human assestanc

In this study, we propose a new protocol with obgythe main steps and rules of LDH to
provide practical security against offline dictiopattacks. The main idea behind the proposed
model is use of a CAPTCHA like problem which candmdved easily by human intelligence
while it is very hard for a machine. The best &tagainst this model requires collaboration of
both a human and a machine. Thus, we intend t@eesécurity claims of LDH with avoiding its

present weakness by introducing a different probleeh instead of using image pattern

| PTENMUEL -

Figure 3.1: An Example Picture Of CAPTCHA.

recognition problem.
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The Proposed Protocol

We can fulfill the security claim of LDH, if we cstruct a problem with the following properties:
* Problem is created directly related to pw.
* One can easily solve the problem, if he knows pws is a hard problem
otherwise.
» For the given problem exhaustive search of pw byazhine respects: Human
participation must be needed to verify each guesd @& must result less

complexity than without the human case.

Note that, in LDH protocol the problem is mainlyskd on the lack of image pattern recognition
capabilities of the machines. However it suffersnirthe last item of the above properties,
because the machine has capability to check cogsstof each pw individually and it requires
less time compared to with human case. For thegsexp model, firstly hundreds of concrete
object images (a farm, a monkey, a ball, a compuaierinsect etc.) are selected. Then for each
image, information strings that are related the genare deduced and labeled with it. For
example, for a farm picture the following stringancbe written: “There are three chickens”, I
can see the apple trees”, “The color of the tracdored” etc. These strings are stored in a
database. Also, there can exist strings that arearcelated to any image in the database or some
strings can be related more than one picture. ¥amele a text string containing word "net” can
be correlated with more than one picture as shawhig. Of course such a picture selection
increases security of the system as mentioned ennéixt section. We can summarize the
proposed model as follows:

* U generates a random numbeand send$ID,,t tp S.

» Suppose the functiord(N, pw,t) permutes the order of an image Netthen
reduces its sizen =| N | to m and outputs image s& according topw and t.
Also, in a similar way the functiof(R, pw,t) permutes the order of a string set
R with |R|=r, and gives the string sét, where |J |= jandm< j <r. There
exists a relation betweekl and J such thatm out of j strings are previously

labeled with the images iM . For example, 2nd image is related with 6th string
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3rd image is with 1st stringmth image is correlated with 1st string etc. It is
expected that) can easily solve this matching problem for givieh and J.

Assume answer of the problem is represented?by Ssends the image sét ,

the string selR andC;to U , whereC, = H(F, || pw||t || ID, || IDg )

Figure 3.2: Different pictures related with the word “net”.

U evaluates®(N, pw,t)and 6 (R, pw,t), obtains M and Jrespectively. U
perceives the relation between images and stringsgats an answels . Then
checks whetherC, = H(Pé || pw||t]|IDy [|IDg )holds. If U does not get any
sensible answer or the equality is not satisfidbntU ends the protocol.
Otherwise, it authenticatesS with concluding P;=Psand transmits
C, =H @IPs [l pw||t[[IDy [|IDs)toS.

S computesC, =H || Ps || pw|[t]|ID, ||IDg )and checks it withC, to

authenticat® . If they are equalS agreed that is the valid user, otherwise the
protocol is terminated. After authentication of lbgbarties they generate the

session key SK, =SKg =H (2||Ps || pw||t and send Esks = (SKg ||t) and
Esk, = (SKy ||t) to each other to confirm that the produced seskeys are

equal. In case of any mismatch, the protocol isiteated.
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3.1.1. Cryptanalysis Of The Proposed Protocol

3.1.1.1.Using MessageC,

Suppose for the first scenario the attack only usashine. It is assumed th@4,Nand R are
available to the attacker. Then for eaphf firstly ®(N, pV\/,t) ando (R, pV\/,t) are computed

and corresponding\/I' and J sets are obtained. For each candidsiteand] , there exists a

total of (j ) (m) possible answers. LeB be the possible solution set for a givpm/. Then the
m

cost of such a process i€ | B = 223+1092 (1B 1) \yith assumingCp, |= 223, For example, if

17

j=17and m=8, then B |=L }(8!) 022987 In (Laih and Ding 2005), it is assumed that

8

machine can hand|&0® guessed password verifications per second. Heacehit example the

§29.87.223 — 252.87

attack require password verification operations that needs aBdumonths.

As it can be seen, such an attack is impracticdeurcondition that the change period for the

password is in the order of weeks or months.

3.1.1.2. Labeling N and R

For this type of attack, we assume a human castassthe machine. In this technique, human

firstly classifies strings irR and groups them with images k. Let A; denote string group of

ith image, also A jstand for jth string element of A;. For example, suppose
stringl, string4, stringl02... stringRcorrelates withimage3, then these strings are added to

the string group ofmage3 as Ag ={stringl, string4, stringl02..,stringR . Note that a string in

the group of an image can be a common elementt ican belong to other groups of images.
Hence, the attacker has to analyze one by one wahatty element irR relates with element in

N . In other words, grouping process resultOiiN || R) time complexity. Suppose, for a given

image and a string human spends 1 s for recogréimhto say whether they are correlated or
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not. Thus, grouping step requires abpht|.| R|seconds. After the grouping phase of the attack,
the machine evaluate®(N, pvx/,t) ando (R, pV\/,t) and gets correspondinigl ‘and J sets for
eacth\/. If mi,jaJ'DieM'for some positive integefj, where 0< j <|A; |, then it is highly

possible pw' is the correct password.

The complexity of the attack is mainly stemmed frdme grouping step; the machine search

process requires 0.01 s, so we ignore cost of pait. For example, if| N |=256 and

| R|= 32768, then the time complexity of the attack becols|.|R|= 223s. Therefore, in this

case it takes about 3.2 months for a human beidgaamachine to successfully search for the
password. This is enough to prevent the attacken fising the offline dictionary attack.

3.1.1.3. Using Human and Machine Together

In the previous attack, although human and macbolborate, they do separate parts of the

attack. On the other hand, in this attack they wodether serially such that: For each guess of

pV\/, machine outputs corresponding ‘and J' to human by computingd(N, pvx/,t) and
0(R, pV\/,t) . Human decides whether a correlation between eled M and J* exists or not.
If decision is yes, then he gets an answfgrand checkLC; = H(Pé || pw||t|[IDy ||IDg holds

or not. Holding of equation means guessga is correct. In case of a wrong guess, simply a

new guess is made and process is repeated. We esaunman needs 1 s to check correlation

between elements df and J . Thus, total complexity of the attack becor®¢C,, |), which

is equal t0223 s with assumingCpy I= 2%3j.e. attack requires about 3.2 months. Note that th

attack complexity is not better than that of thevowus attack.

Following table shows the strength of the protoegainst some known attacks.
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Table 3.1: The Strength Of the Protocols Against Some Knowadks

Replay Attack Modification Offline Man In the
Attack Dictionary Middle Attack
Attack

Diffie Hellman

Protocol WEAK

Seo-Sweeney

Protocol WEAK

Tseng's

WEAK WEAK
Protocol

Ku-Wang

Protocol WEAK

Hsu et al.

Protocol WEAK

Lee and Lee WEAK
Protocol

Lee-Kim-Yoo WEAK
Protocol

Laih-Ding- WEAK
Huang Protocol

3.1.2. Simulation Of The Study

To demonstrate of this study, a client-server apyilon is developed using with Microsoft Visual
Studio 2008 tool. C# language is used to develgodtivare and Microsoft Sql Server 2005 is
used to create a database for storing images dagdeand unrelated strings for images. The
reason why Microsoft .NET Framework is used is tihdhcludes Base Class Library which
covers a large range of programming needs in a suofbareas including database connectivity,
cryptography, data access, etc.. Especially usiith @ryptography library, SHA512 class is

selected to compute hash value of the data whittansmitted between client and web service.

In software engineering, three layered architectiwecommonly used. These layers are

presentation layer, business layer and data atapgss
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Presentation Layer : The presentation layer provides the applicatiorser unterface (Ul).

Following figures are user interfaces of the depetbsoftware.

Login

Laogin

User Name |

Lagin J

Figure 3.3: Login window of the program.
Figure 3.3 represents the login window of the pmagrUser can enter his/her user name and
send it to the server through this screen. Whenp&sses the login button, the program gets the
login time and sends it with user name to the seiMeen server checks whether this user is valid
user or not. If it is valid user then gets its pamsl from database and run the proposed algorithm

and send the images and strings to the user arragker his/her password.

Password Screen

Passwiord

Password  sesssssss| |

|

Figure 3.4: Password window of the program

Figure 3.4 shows the password screen of the pragvehen the user enter the OK button
program display the images depends on the usegtsnasne and password and login time. Figure
3.5 shows that user matches the images with rekttetys. The program runs other steps and

decides whether the session key is establishedtor n
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Business Layer:The business layer implements the business furattigrof the application. It
provides the communication between presentatioer lagd data access layer. This layer calls the

data access layer and gets the data from it ardbdba data to the presentation layer.

In this application there are four classes in thesifess layer. The first class is
WorkOnMylmages class which responsible for gettimgges from database through data access
layer. Second class is WorkOnMylmageString. Thesslgets the image and its string from
database. The third class is WorkOnMyString clabgch gets the string from database. The

fourth class is WorkOnMyUser which get user infotima from database.

Data Access LayerA data access layer (DAL) is a layer of a compptegram which provides
simplified access to data stored in persistentagmrof some kind, such as an entity-relational
database. For example, the DAL might return a egfeg to an object (in terms of object-oriented
programming) complete with its attributes inste&é oow of fields from a database table. This
allows the client (or user) modules to be creatétl w higher level of abstraction. This kind of
model could be implemented by creating a classatd dccess methods that directly reference a
corresponding set of database stored proceduresxample, instead of using commands such
as insert, delete, and update to access a spédlifie in a database, a class and a few stored
procedures could be created in the database. Tdeegures would be called from a method
inside the class, which would return an object aimmbg the requested values. Also, business
logic methods from an application can be mappethéoData Access Layer. So, for example,
instead of making a query into a database to faliasers from several tables the application can
call a single method from a DAL which abstractssthalatabase calls. Data Access layer will

make project database independent.
In proposed application, there are three classé3aia Access Layer. First one is DAOL class

which is responsible for connecting database anécwging queries. Second one is

DataBaseFactory class which provides connectiovigeo to desired database such as SqlClient
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&8 FrmMatching

E'\"\u'edding ceremany W

Players are celebrating their supporters
Stinker

£ | An exam mament =
8 | They are racing

W |4 woman does not want to be late up

Which of the man is a burglar

Screaming »

iWhich of the man is a burglar el o -Choose- W

2! |4 fishing net vf There iz a girl wha is gymnast Y

Figure 3.5: Matching window of the program.

provider for SQL Server, Oledb and Odbc provider éher database tools. Third one is

Parameter class that parameters for queries cadd®a to queries using with this class.
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Figure 3.6: Class Diagram Of The Web Service Program
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4. CONCLUSION

In this study, a new password-only authenticateg dstablishment protocols is presented that
use only symmetric cryptography. The proposed pagoprovide a practical solution to problem
of offline dictionary attack from which LDH protocsuffers. By customizing and scaling the
protocols they become very convenient and practictdout facing the problem of public key

certificates.
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